
WAR, WORDS AND WMD  
 
CONTEXT AND TERMINOLOGY 
 
An important argument in the case for military action against Saddam Hussein’s 

Iraq was that it would pre-empt a growing threat to national and international 

security from weapons of mass destruction (WMD).  Before the invasion many 

disputed that Iraq presented a “serious and current” threat, especially to UK and 

US, and in its aftermath this view continues to gain credibility.  But those 

concerned for our security also suggested it was not only Iraq that posed the 

threat, but international terrorist groups such as those supported by Al Qaida 

which have already demonstrated the will to take human lives on a massive 

scale.  They maintained that such groups would seek and probably receive WMD 

from “rogue” states such as Iraq.  Whilst this also appears not to have been the 

case with Al Qaida and Iraq, there remains a concern that terrorists could acquire 

WMD assistance from other states. 

 

There has been a tendency, perhaps born of necessity, to simplify discussion of 

nuclear, chemical and biological weapons, at least in the public arena.  One of 

the simplifying assumptions is itself much older than its use in the context of 

Saddam’s Iraq, having its origins in the late 1940s shortly after the birth of 

nuclear weapons.  It is the reference to chemical, biological and nuclear weapons 

by the collective term “weapons of mass destruction,” nowadays often further 

reduced to this acronym “WMD.”  Beyond a brief mention by Dan Plesch of RUSI 

in the pages of the Guardian in January, the validity of the use of the abbreviation 

appears to have been given limited public attention.  Used carelessly it can 

distort the logic of any debate on these issues.  For example, some things that 

can be said of nuclear weapons do not apply to the other two, but have often 

been attributed to “WMD.”  This becomes a special concern in circumstances 

where a threat from nuclear weapons is recognised as being in the future, but a 

biological and/or a chemical weapons threat is suspected of being in the here 

and now.   
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An underlying problem is that the individual weapon systems involved are rarely 

studied collectively, especially by the scientific, technical and military experts we 

rely on to judge their practical significance.  But even a preliminary comparison of 

the three systems sheds useful light on this important subject. 

 

NUCLEAR WEAPONS 

 

Regardless of the complex physics, chemistry, materials science, electronics and 

engineering involved, nuclear weapons are probably the easiest for most of us to 

comprehend.  This has much to do with Hiroshima, Nagasaki and the numerous 

other nuclear explosions in the atmosphere which have been filmed, studied and 

written about.  The creation of the conditions for such explosions in a device that 

is small enough to be transported or delivered as a bomb or warhead is very 

demanding of all the many scientific disciplines involved.  The reward is that 

when a reliable and efficient weapon is produced it is indisputably a weapon of 

mass destruction.  A simple description suffices – it is a huge bang and flash 

caused by a relatively small device that affects a large area.  It has an 

instantaneous effect that is virtually impossible to protect against, that causes 

massive physical destruction and kills people in the first instance in highly visible, 

often spectacular ways that we are more or less familiar with.  However, to 

achieve such an event all the materials, geometry and timing must be just so and 

this can only be accomplished from scratch by teams of technologists and a large 

infrastructure.  This is especially so if it is judged that a number of nuclear 

weapons, rather than just one, would be required to truly threaten the continued 

existence, and the main elements of the social fabric, of a nation such as UK.   

 

The development of even a single nuclear weapon would be a major, perhaps 

impossible, challenge for a terrorist group acting entirely independently of a state.  

Such a group might be able to assemble some sort of improvised device if it was 

given, or stole, certain critical materials and devices, but this would be unlikely to 
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produce an explosion with the ferocity of the bangs we associate with state 

programmes.  Nonetheless, it is the images we hold of such huge events that 

fuel the terror we feel about the threat of any nuclear explosion.  But a key factor 

in a terrorist acquiring a nuclear capability at a level which would truly directly 

threaten our national security would be the support of a state programme.  

Fortunately, the existence of a significant state nuclear programme is difficult to 

conceal. 

 

RADIOLOGICAL WEAPONS OR “DIRTY BOMBS” 

 

An additional consequence of a nuclear explosion is the generation of radioactive 

materials which are dangerous and cause contamination as “fall-out” over an 

area potentially much bigger that that affected by the initial explosion.  A non-

nuclear device (that is, one not designed to produce a nuclear yield or explosion) 

could be built which spreads radioactive material obtained from other sources, 

such as a nuclear power reactor or an X-ray machine.  It might be spread by 

conventional explosive materials.  There would be little immediate effect except 

to those caught in the chemical explosion (which would be smaller than you 

would expect from a conventional bomb of the same size).  But people exposed 

to the radioactivity could become ill in days, weeks or months and some could 

die premature deaths.  However, it appears that no nation has yet thought such a 

weapon would be effective enough to actually go to the trouble of building one.  

Some would call such a “radiological weapon” or “dirty bomb” a weapon of mass 

destruction, presumably because it is vaguely “nuclear,” but this is an 

exaggeration of its potential.  However, because of the nuclear connection, such 

weapons would probably frighten people out of proportion to their real effects and 

their use may cause mass panic. 

 

Of greater concern, perhaps, would be the deliberate release of radioactive 

material from one of the several reservoirs of such materials that exist in 

countries that possess significant nuclear research and power-producing 

 3



industries.  With the reactor incidents of Chernobyl, Three Mile Island and 

Winscale in mind, the security and vulnerability of nuclear reactors is clearly 

important.  However, there may be the potential of greater quantities of 

radioactive material being released from nuclear fuel reprocessing plants.  But in 

these cases the primary problem is one of security which is the responsibility of 

the owners of potentially dangerous and vulnerable facilities and materials.  

 

CHEMICAL WEAPONS 

 

Most chemical weapons are not nearly so technically complex as nuclear 

weapons, but in other ways they are much more complicated.  There is a degree 

of public familiarity with some types of chemical weapon, particularly those of the 

First World War.  Images of noxious clouds drifting across the battlefield killing or 

maiming poorly protected soldiers have been embedded in our consciousness.  

However, a modern array of chemical warfare (CW) agents would provide a 

military commander with a more efficient and much wider range of options.  

Some are highly lethal, but others produce only temporary incapacitation.  (It is 

not readily apparent that the latter are WMD).  Some CW agents act fast, others 

more slowly.  Some can contaminate terrain or equipment for hours or days; 

others disappear without a trace in minutes.  There is no big bang, more likely a 

little one that produces only minimal physical damage.  However, most create 

their effect by producing a concentration of invisible toxic material around the 

victim sufficient to cause poisoning when inhaled, swallowed or touched.  This 

means that special masks and suits, or sealed chambers can provide protection 

if you know the agent is coming.  But if it gets through, some cause blisters, 

others cause choking, more modern, although hardly new ones do horrible things 

to the human nervous system.  For some agents these effects can be mitigated 

by medical pre-treatment, or treatment after exposure, but a degree of fore-

knowledge is required for this.   
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To produce large numbers of casualties an appropriate concentration of the 

chemical has to be achieved over a wide area that contains a large number of 

potential victims, and despite the highly toxic nature of some chemicals, and the 

low concentrations needed, very large quantities of CW agent are required for 

this sort of military use.  This requires big industrial production plants to produce 

hundreds or even thousands of tonnes of chemicals and large numbers of 

missiles, rockets, shells or bombs to put them in.  This requirement challenges 

the categorisation of chemical weapons as WMD, because the size or number of 

devices needed to cause large numbers of casualties is surely a factor.   

 

It is also the reason for another difference which tends to be overlooked in 

general discussion about WMD. Although it may be possible to conceal military 

scale CW agent production capacity in dual- or multi-purpose industrial chemical 

plant, and disguise CW munition production capability in conventional munition 

production plants, the phase of preparation for war when CW agent production 

and weapon-filling is commenced would be much more difficult to hide from an 

alert foreign intelligence agency.  

 

 Whilst the availability of a full-scale military CW capability might be important in 

a war between nations which otherwise had similar military capabilities (such as 

the Iraq/ Iran war of the 1980s), it is unlikely to threaten the overall security of a 

nation of roughly comparable military strength, let alone a more powerful and 

technologically sophisticated country.   

 

The production of small quantities of agent (a few litres or kilograms) and a few 

weapons or devices would, of course, be much easier to conceal.  In such 

amounts some more potent CW agents, whilst of little use on the battlefield or in 

the open air, could cause large numbers of casualties under certain special 

circumstances (for example, sprayed or released in confined spaces crowded 

with unprotected personnel as attempted by Aum Shinrykio on the Tokyo metro 

in the mid-1990s).  Such an attack, conducted more effectively by the forces of a 
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nation state or terrorists, could even produce fatalities on a scale similar to 9/11 

in New York City (albeit without the same massive destruction of physical 

infrastructure).  In such a scenario, depending on your definition of “mass,” 

chemical weapons might qualify as WMD.  But it is difficult to see even the most 

potent chemical agents (including toxins of biological origin) in the hands of 

terrorists as a threat to national security.  Assistance from a state programme 

could speed a terrorist group’s development of such a capability but as 

demonstrated by Aum, and now possibly others, CW agent in the necessary 

quantities can be produced without such assistance. 

 

There is, of course, a vulnerability of toxic chemical production or storage 

facilities (remember Bophal), and of toxic material in transit on the road or 

railways to terrorist intervention.  However, the consequences of such releases 

would likely be within the experience of the emergency services which have 

plans for coping with accidental release. 

 

BIOLOGICAL WEAPONS 

 

Most of us are much less familiar with biological weapons because there is little 

on record about their development, testing or use.   

 

In many ways they are like chemical weapons in that they create their effect by 

the production of an atmosphere of an active agent around a victim.  Similarly 

they can be lethal or incapacitating, so not all are necessarily WMD.  However, 

true biological warfare (BW) agents, as opposed to chemicals/toxins derived from 

biological sources such as ricin which comes from the castor bean, can rarely act 

as quickly because they work in a very different way from chemical weapons.   

 

The bacteria, viruses and a few other types of micro-organism which have been 

developed as biological warfare agents have the capacity to cause disease in a 

victim by entering the body in small numbers and then “incubating” or multiplying 
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within its body to a point where they are sufficient in number to overwhelm the 

immune protection system.  Protection against them is possible by physical 

means (masks, suits etc) or, for a few agents, vaccination to prepare the immune 

system, and/or post exposure medical intervention (e.g. with antibiotics). But 

physical protection requires knowledge of the imminent presence of BW agent 

and medical countermeasures the anticipation or rapid identification of its exact 

nature.   

 

Generally only relatively few micro-organisms have to penetrate into an 

undefended and unprotected body to cause disease.  In practice, for two 

common agents, this means that 10,000 times less of the BW agent anthrax is 

needed compared to the CW nerve agent sarin.  Even less of some BW agents, 

such as plague or smallpox, is required, and the latter two, unlike anthrax, can 

pass readily from an infected person to someone who was not exposed to the 

original BW attack, so multiplying the number of casualties. 

 

The implications of these differences between chemical and biological weapons 

are enormous.  Similar quantities of BW agent can produce effective 

concentrations over much larger areas than CW agents, or very small quantities 

of BW agent can have much more significant effects.  This means that some BW 

agents in small “packages” or devices have the potential to cause casualties on a 

scale we would normally associate with state nuclear weapons.  Weapons based 

on such agents could, then, be reasonably described as WMD.  But the 

infrastructure and range of expertise needed to achieve this is much less 

demanding than for nuclear or chemical weapons and much easier to conceal, 

even if it is being developed for more “conventional” military application on the 

battlefield or in long range missiles.  It is no coincidence that it took the IAEA and 

UNMOVIC’s predecessor UNSCOM only a matter of weeks to reveal the 

existence of Saddam’s nuclear and chemical weapons programmes, but four 

more years and the defection of his son-in-law for the biological weapons 

programme to be uncovered.   
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The delay between delivery and effect for most BW agents is an important factor.  

It complicates their use for the military commander and some think this makes 

them of limited value on the battlefield.  However, others point to the advantage 

in this delay for covert, deniable use either by states or by terrorists, where it 

might be difficult to identify and respond to the perpetrator.  This is well illustrated 

by the failure so far of the US agencies to identify and prosecute whoever was 

responsible for the anthrax letters delivered in the US in the autumn of 2001.  

Iraq, Al Qaida and internal terrorists have all come under suspicion.  Some argue 

that biological weapons are the ideal weapon of mass destruction for the terrorist. 

 

SUMMARY 

 

In summary then, there are major differences between nuclear, chemical and 

biological weapons.  Quite different capabilities are required for the development 

of each of the individual “weapons of mass destruction,” the ease of concealment 

of programmes to do this vary enormously and their use would have very 

different effects.   

 

The international terrorist would require different levels of support to develop 

each of the three systems which comprise WMD.  Most CW agents and a means 

for their delivery are not difficult for him to develop independently, but they would 

be quite difficult to transport and handle even for suicidally inclined terrorists, who 

risk being affected themselves before they complete their mission.  They are also 

relatively limited in their effect.   

 

Many BW agents are even less difficult to independently produce and deliver, 

handling and transporting them is almost no problem at all for those prepared to 

risk their lives.  As has been graphically illustrated in recent TV programmes and 

articles on smallpox, there is even the potential with some BW agents for the 

infected carrier to become the means of delivery.  But delivery by aerosol spray 
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at a transport terminus would present a far greater containment problem for the 

defender.  Small quantities of BW agent could produce tens of thousands of 

casualties or more.   

 

The development of a powerful, reliable and deliverable nuclear weapon capable 

of causing casualties on this scale is very much more demanding of materials 

and expertise and would be extremely difficult for the terrorist without the support 

of a state.   

 

The assistance of a state to a terrorist group determined to produce biological or 

chemical weapons would be valuable in helping to produce a reliable weapon 

quickly, but many terrorists appear to enjoy the luxury of time and are prepared 

to accept a few failed experiments en route to a truly independent capability and 

the success of the “spectacular attacks” that would follow. 

 

FOOTNOTE 

 

This comment on problems with the term WMD has itself been guilty, to some 

extent, of an unexplained, implicit assumption insofar as it has tended to focus on 

lethal effects to human beings.  But, as has been noted, not all CW, BW or 

radiological agents have the potential to kill directly, within a finite time of their 

delivery, very large numbers of people.  The ones that cannot are not really 

weapons of mass destruction if the term is judged to imply huge numbers of 

casualties caused directly by the delivery of one or a few weapons or devices 

within a few days.   

 
Although it would be difficult to classify anti-human agents that are generally non-

lethal, or anti-livestock and anti-crop agents as WMD, they could have an 

enormous impact on the infrastructure of a targeted country - overloading the 

public health system and denying industry a healthy workforce, or disrupting food 

supplies.  The social and economic consequences of such an attack could 
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undermine stability, indirectly cause many deaths, and threaten the security and 

social fabric of a nation.  Arguably, such agents and some concepts for their use 

represent a greater threat to advanced western societies than that from many of 

the lethal weapons of mass destruction that tend to receive more attention. 

 
 
 
Brian Jones 
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